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Fig. 1. Multi-domain cross-protocol quantum networks.
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Fig. 2. Example of the key relay structure in a multi-domain cross-protocol quantum network.
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Fig. 3. Examples of QKD relay paths: (a) Traditional strategy; (b) MDI-BF strategy; (c) BB84-BF strategy.
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8 K vg NV I RIRIF SR E

9 end if

10 end for

11 end if

12 FET KI AR SR IR 1 5 B 1) KR s i % S b Ak AR, BARSEGN Pr s
13 if P. =0 then

14 B E) B 55 TR A I

15 end if

16 for RSP YIAE pr (Np,., Lp,., Bp,., mp,.) € Pr do

17 Np, < pr ZMQKDYWEESR, Lp, + pr LI MQKDHEMES, Bp,. < 0, mp, « pr WHHLLN
18 for n;T € Np, do

19 if JATMDI-BFZEME && nf, € Vi then

20 Bp,. < {Bp,, ”fpr} ;

21 end if

22 if n;r c W && nzr #d, && nfar #+ 50 && (A”ér =0]| Eni = 0) then
23 Bpr — {Bpr’ nfor} 3

24 end if

25 end for

26 myp, — BRIETEHG B A PR EEIITE myp,

27 if mp,. <k then

28 continue;

29 else

30 for nl, € Ny, do

81 if 950 nl, RSB BB > ky then

32 Bp, + {Bp,,np, }, BHimp, ;

33 end if

34 end for

35 1 pr ME BRI BN 55 it e A B P Ak AR, Rs « {Rs, 7}
36 break;

37 end if

38 end for

39 WER P B W R B SRR B S rh Ak, WLzl 55 280

40 end for

41 return F B RIRIEI S 55 B B9 DAk %42 pr (Np,, Lp,, Bp,yMp, ), Rs
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B b

Fig. 4. Multi-domain quantum network topologies used for
simulations: (a) Two-domain topology; (b) three-domain to-

pology.
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Table 2.  Simulation parameters for key rates.
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Fig. 5. Success possibility of inter-domain key service re-
quests versus traffic load for different strategies: (a) Two-
domain quantum network; (b) three-domain quantum net-

work.
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Fig. 6. Success possibility of inter-domain key service re-

quests versus maximum delay time for different strategies.
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Fig. 7. Minimum key supply rate versus traffic load for dif-
ferent strategies: (a) Two-domain quantum network; (b) th-

ree-domain quantum network.
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Fig. 8. Balance degree between key supply and demand
versus traffic load for different strategies: (a) Two-domain

quantum network; (b) three-domain quantum network.
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Fig. 9. Balance degree between key supply and demand

versus maximum delay time for different strategies.
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Fig. 10. Average number of trusted nodes versus traffic load
for different strategies: (a) Two-domain quantum network;

(b) three-domain quantum network.
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SPECIAL TOPIC—Quantum communication and quantum network

On-demand provisioning strategy for inter-domain key
services in multi-domain cross-protocol quantum networks”
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Guo Ming-Xuan!  Zhu Jia-Li"  Zhou Xing-Yu
Yu Xiao-Song?  Zhao Yong-Li?  Wang Qin?"
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Telecommunications, Nanjing 210003, China)

2) (State Key Laboratory of Information Photonics and Optical Communications,

Beijing University of Posts and Telecommunications, Beijing 100876, China)
( Received 11 June 2024; revised manuscript received 14 July 2024 )

Abstract

Most of the existing metropolitan quantum networks are implemented based on a single quantum key
distribution protocol, and interconnecting metropolitan quantum networks implemented by different protocols
are the development trend of large-scale quantum networks, but there are still some problems in the provision
of inter-domain key services, such as low possibility of success and mismatch between key supply and demand.
To solve the above problems, this paper proposes two on-demand inter-domain key service provisioning
strategies for multi-domain cross-protocol quantum networks, namely, on-demand provisioning strategy based
on BB84 bypass first (BB84-BF) and on-demand provisioning strategy based on MDI bypass first (MDI-BF).
Meanwhile, a service provisioning model for multi-domain cross-protocol quantum networks is constructed, and
an on-demand inter-domain key service provisioning algorithm is designed. Moreover, numerical simulations and
performance evaluation are carried out under two scenarios: high key rate demand and low key rate demand for
two-domain and three-domain quantum network topologies. Simulation results verify that the proposed on-
demand provisioning strategies have better applicability to different multi-domain quantum networks. In
addition, for different key rate requirements, the MDI-BF strategy and BB84-BF strategys have different
performance advantages under different performance indicators. For example, in terms of the success possibility
of inter-domain key service requests, the MDI-BF strategy is more suitable for the low key rate requirements
(~30% higher than the traditional strategies in two domain topologies), while the BB84-BF strategy is more
suitable for the high key rate requirements (~19% higher than the traditional strategies under two domain
topologies). In addition, compared with the traditional strategies, the proposed on-demand provisioning
strategies can increase the balance degree between key supply and demand by more than one order of
magnitude. Hence, the proposed strategies can reduce the cost of inter-domain key service provisioning and

improve the realistic security level.

Keywords: multi-domain quantum networks, quantum key distribution, cross-protocol, key service

provisioning
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