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Fig. 1. Schematic diagram of QKD experimental device structure based on monitoring marker single photon source.
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Table 1.  List of the parameters used in the source mon-
itoring quantum key distribution protocol based on heral-

ded single photon source.
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Fig. 2. Comparison of the key rates based on monitoring
HSPS protocol and monitoring WCS protocol under differ-

ent interference errors.
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Abstract

The security of quantum key distribution (QKD) is based on the basic principles of quantum mechanics,
and therefore has unconditional security in theory. In existing quantum key distribution systems, weakly
coherent sources (WCSs) are often used as light sources due to a high probability of vacuum pulses in these
sources, resulting in limited transmission distances. Besides, there inevitably exist equipment defects in actual
QKD systems, such as certain defects in phase modulators and intensity modulators, which lead to
distinguishability of quantum states in higher dimensions and result in side-channel vulnerabilities. An
eavesdropper can carry out corresponding attacks, thereby threatening the actual security of QKD systems. To
overcome the above limitations, we propose an improved protocol on quantum key distribution based on
monitoring heralded single-photon sources. Due to the simultaneity of parametric down-conversion photon pairs,
we can accurately predict the arrival of one photon by measuring the arrival time of another photon. Through
this way, we can greatly reduce the probability of vacuum states in the signal light, and increase the longest
transmission distance of the QKD system. Moreover, a light source monitoring module is inserted into the
sender’s side. By randomly selecting a certain period of time through the source monitoring module to measure
the Hong-Ou-Mandel interference between the signal light and the idle light , we can estimate the side-channel
information leakage of the source and then obtain the key generation rate.

Compared with the QKD protocol based on monitoring weak coherent sources, our present protocol can
give a better performance in either the transmission distance or the key generation rate, especially when the
interference error is large. In addition, in principle, our present protocol can also be extended to other quantum
key distribution protocols, such as the measurement-device-independent protocols, to further improve the
security and practicability of QKD systems. Therefore, our present work can provide valuable references for

realizing the large-scale application of quantum communication networks in the near future.

Keywords: quantum key distribution, Hong-Ou-Mandel interference, source monitoring, heralded single-

photon source
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