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Fig. 1. A multi-channel parallel real-time entropy evaluation QRNG experimental scheme based on heterodyne detection, where TC

represents temperature-controlled source, CS represents current source, LD represents semiconductor laser, VOA represents attenu-

ator, OPC represents optical polarizer, BSI represents 80:20 beam splitter, Laser represents laser source, BS2 represents

90:10 beam splitter, 90° hybrid represents 90° optical mixer, OPM represents power meter, BHD represents photodetector, PS rep-

resents power divider, M represents mixer, AWG represents signal generator, LPF represents filter, ADC represents analog-to-digit-

al converter, FPGA represents field programmable gate array, PC represents upper computer.
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Fig. 2. Vacuum-state two-component shot noise power spec-

trum.
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Fig. 3. Schematic diagram of the post-processing and entropy feedback module.

124202-4


http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1

Y] 32 2 3R Acta Phys. Sin. Vol. 74, No. 12 (2025) 124202
DI RS A G 8. 25 DA 4% I 1 Y AT LA R 1AM SH

IR, Fe VU I 5 T RTS 17.512 Gbit/s 1Y &
T ERfAL AR

VA A BELT B A BERLE, X 4 A~ 3E 1)
iy ' ¥ %) 4T NIST, Diehard, VA & TestUO1
. SEIRECT TR /N 1 Gbit B AR BLLE
TR, B SCHR 1000 41, B4 1 Mbit i#F47 NIST
MR, NIST IR AL & 15 FrEEALIMRIT H , sk %
TIE Bt ML LU R %) B B o o, A 0 0 3K T 3
P {ER S S BRAG RN LIRS R, WK 4 PR, 76 o =
0.01 B9 W EPEAKE T, rfr 15 Apilikny PRI R
T 0.01, & Geitk i i fe /Nl i 2 7E 0.9805607—
0.9994393 114 E 15 DX [A] P, 15t B B H 4 77 510 B 2
It T A NIST BEHLESE M.

Table 1. Structural parameters of capillary of dif-

ferent kind of fluid.
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P (800 MHz) 11.45 1729x2560 67.54 4.3226
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Fig. 4. Standard NIST statistical suite test results.
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Fig. 5. (a) Test results of TestU01; (b) test results of Diehard.
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Fig. 6. Performance ratio surface plot for different detection efficiency: (a) n = 0.1; (b) n = 0.5; (¢) n = 0.72; (d) n = 1.
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Fig. 7. Performance ratio surface plot considering Arthurs-Kelly error with different detection efficiency: (a) n = 0.1; (b) n = 0.5;

(¢c)n=0.72; (d) n=1.
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Fig. 8. Relationship between performance ratio and num-

ber of photons at different efficiencies.
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Fig. 9. Relationship of signal variance with local oscillator

optical power.
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Fig. 10. Experimental reconstruction results: (a) The variation of KLD with the number of iterations at different local oscillator powers;
(b) Wigner distribution with 300 iterations; (¢) Variation of KLD with k, at different local oscillator powers; (d) Wigner distribution with
a cut-off value of k, of 4; (e) KLD in HET with local oscillator power; (f) Husimi-Q distribution reconstructed by HET.
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Fig. 11. The KLD value of the three reconstruction meth-

ods under different sample sizes.
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Fig. 12. (a) Husimi-Q distribution before and after a ther-
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state, color histogram corresponds to hot state; (b) KLD

fluctuation plot before and after thermal attack.
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HI T ADC A& L 25 55 F BHL Y P9 78 AN DG E A (60
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b 25 BE AL 38 H R FHOor R4 1 (differential
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/ Px (xl) 7_1/2p7_1/2" dx/, J = Jmax-
R—-3Az/2—D 0o
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B 26
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! 29/ )
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g 29
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(27) B 1 AR A 0 T 21 25 P 28 6 ok 4
Hc e, BARRr=Ca] I
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(n+ n(n+1)) (n+1+\/7m>
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I MR, A3 — IR A% T T erfe PRER
TERE SRR T BRI, AR A<C, NG
B = CRMASH g , H:

Ax 1 R—D —3Az/2
erfc (29,) = 2erf<g/> . (31

Uik RS, 15 3T A R Vi
TERRZE B I— el T 5

1 1
Hpin > —log [2(\/54— Vn + 1)2erfc(2g, [QR

9D — 3(2N—R_1 + DNLmaX)} )} : (32)

BT VAR TR/ MEBLE R, [ 13 R
SRR T ADC 7395 QSNR /M 1 5E

HWXR, IR T HR MBS ADC JEZPER
o7 XoF 0 L P S ). S 3 485 R 3R B AR 4R T A1 o B
KM 16 i ADC REASA 5 R FFEH LR, RIS
FE 5 M L O O A A e 3 T, AT 4R R
Hpyin >8 bit/16 bit [ ELFEHL LU RE, B0UE T s
FA) RSO ASC I Xof 0 1 ST 0 P Bk ST B A5 1 A B
D € [30%,200g] , N 5, 57 W 0T e il 1k
BOE R Eidme. B BIszacsra h 1T Biints
£ 30k < D < 300 W E N AT HRHUWBEHLAL, 25 R %
HIAHHE T Diin = 30 BIR/IMIRES, BRI B R
21 AR BRI LU AR I T B, B ORRTIRVDS 2 bit. 5
AL ADC Az =1 LSB AYJHIE (BZR) ML, ADC
FIARLEPEIR 22 Ax = 2 LSB (5£4k) & S EUR i1 2
2y 1 bit. AP, FEEFEME A ADC 73385801
ANRE R AR L RN 5 R A (E T %

14

12 ¢

10 F

Larger. offset D

I’Imin()(lE)/bit

M 16 bit ADC

M 12 bit ADC
. B 8 bit ADC
2r = 2LSB
0 ) =: 1LSB
—20 —10 0 10 20 30 40
QSNR/dB

Bl 13 f/hMES QSNR LR K
Fig. 13. Graph of minimum entropy versus quantum signal-

to-noise ratio.

5 Toeplitz 4 [ & b Af & K 3 7
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JE, S 7 A AR | A PRSI e Y TR AL
BOR A=A A RE A R IR, A SCRIBESE H Y
S SN IR R N B Bl S8
S 5t FEBT DA B I | S R B R AR e A S
ALBEFEHR LB, AN B4 WAL AR A

TEREPFSEI I A BE 5 TR, R R RUASE B Sk L
PR R R LIEGE A i 1. il T REF
FLIR [ 58 19, JOIE IR S — I R, 3
TR IR R ) — P R P07 SERH 73k, B
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/K Y AR BV AT 58 B S I S AR AT IR 1Y Toeplitz J&5
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W 13 o ) PR R A B A SEARL, TS 1 e
TR, [ 22 R A 5B m, AUE S TEL n SEEE
SRR RS2 Bh 25

i 15 s, 545 b BRI 8 A 25 5 R )
MERUBL 2R fE, 7R R 8 i — U AL 3R, B4 Ak
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Az AXT4-Lite 02 XA [A] Hb bk %) 2 AR A
HAERSHEATUTIR], UART S 11t A 58 12 %) 17 &3 11
MR RN — AT I ER L4 2 FPGA.

7 400 MHz K £ 3R | 16 7 ADC J 50 MHz
JE AL BREF SR SRR, AT UAS BERE IR AR K kR
128. M5 A B m AR A 1729 B, 7] LAA5 2 40
&l 16(a) BT 7 19 50 MR EE B EL B AR FL B AT LR
M R AAERKE, S KBS BRI B R 6%, B

S B RE R  RR R

— DMA[

) AXI4- .J—| DDR4 IW

3 FULL I 1

>

o RS Toeplitz ADC1

N ) JE b
AU 19 AXI4-
N D APAY = - - N
WETE | 7 wiee [ How T
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I I Fs — DDR4 |o—| Hetiizesn &
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Fig. 14. Schematic diagram of the post-processing matrix adjustment process.
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___________________________________

Toeplitz post-processing

1 e
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1
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___________________________________

1 1
1 1
1 1
i |
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———Q Data_in !
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i |
1 1
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1 1

____________________________

oo |
(m/k)+2, -, n/k

______________________

Flip-Flop

Clk —

____________________________

P15 AR R R I AR - 55 B T 1

Fig. 15. Variable matrix size implementation.
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Fig. 16. (a) Post-processing discrete extraction ratio at mat-
rix step size of 128; (b) post-processing discrete extraction

ratio at matrix step size of 32.
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Abstract

Continuous-variable quantum random number generator (cv-QRNG) has attracted much attention due to
its convenient state preparation and high measurement bandwidth. Chip-size integration of this type of QRNG
is expectable because all components involved have been integrated on a single chip recently. Most of the
existing schemes, including all existing commercial schemes, usually use a once-and-for-all approach to evaluate
quantum entropy. In this work, we propose a double-level parallel cv-QRNG scheme that integrates real-time
phase-space monitoring and entropy evaluation. By using dynamic threshold monitoring and self-adapting
scaling of Toeplitz matrix, the security and generation rate of QRNG can be enhanced simultaneously.

Experimentally, a parallel extraction system of vacuum state double quadratures and multiple sideband
modes is constructed based on heterodyne, providing sufficient raw data for high-precision and high-speed
tomography reconstruction of quantum entropy source and parallel extraction of QRNG. Based on the
statistical analysis of data under long-term stable operation of the system, dynamic KLD-sensitive security
threshold for statistical distribution of Husimi-Q function of the entropy source is established. When a weak
chaotic field is injected to simulate a thermal state attack, the KLD value jumps and quickly deviates from the
steady state baseline, manifesting a sensitive identification of the attack. It is worth pointing out that the
threshold parameter can be dynamically optimized according to the security requirements of actual application
scenarios. An FPGA-based real-time feedback Toeplitz-hash extractor employs a maximum matrix bit-width
truncation method to dynamically adjust Toeplitz matrix parameters. This optimization reduces the maximum
extraction ratio interval from 6% to 1.8%, with all intervals below 1% for extraction ratios <76%, significantly
mitigating entropy losses caused by discrete adjustment of the Toeplitz matrix, and achieving a minimum
extraction ratio of 16.9%. This flexibility enables the system to accurately control the response sensitivity of
abnormal signals while maintaining the real-time generation of quantum random bits. Finally, real-time
generation rate of 17.512 Gbit/s is attained with security parameters at the level of 10°° and the generated
random numbers passed NIST SP 800-22, Diehard, and TestU01 standard tests.

This research provides a technical path for real-time assessment of entropy source security in QRNG. The
proposed scheme has good integrability and scalability, presenting a feasible solution for QRNG to enter the
application stage.

Keywords: quantum random number, continuous variable quantum state, quantum conditioned min-entropy,

FPGA based real-time Toeplitz-hash postprocessing
PACS: 42.50.—p, 03.67.Dd, 03.65.Wj DOI: 10.7498 /aps.74.20250333
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